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Overall Objectives A

* Improve the quality of group decision making by

— (1) enhancing the abllity of each participant to
assess/evaluate their pool of disparate information
findings

— (2) simplifying the process by which participants
share uniquely held information

— (3) improving the process for integrating this shared
iInformation into the on-going decision process and

— (4) developing information “drill down” capabilities so
that participants can quickly focus on the differing
subjective assessments that are causing lack of
decision consensus.
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This year’'s Objectives ==

 Expand development of IOBs
* Interface with EWALL project
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Contribution to CKM \ 4

Systems Center
San Diego

COLLABORATION AND KNOWLEDGE MANAGEMENT (CKM) PROGRAM
STRUCTURAL MODEL OF TEAM COLLABORATION

—
(MACRO-COCGNITIVE PROCESS FOCUS)

Problem Area
Chavacteristics Collaboration Stages & Cognitive Processes

What are the task parameters?

.individual mental model
construction

» knowledge interoperability
development

What is the data saying?

eiterative information collection

and analysis
e team shared understanding

What is the group decision?

team negotiation of solution
alternatives

development N
« develop, rationalize, & visualize * team pattern recognition
solution alternatives « team shared understanding

development
 convergence of individual
mental models

sharing hidden knowledge
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%&2P Sample Decision Making Task -

* \We have spent a lot of money over the last
two years on improving airport security.

« Has Airport Security significantly improved?
— Review reports and assign an overall
effect/impact score to the results:

NO! YES!

Definitely“ * I L I * “Definitely

Not improved has improved
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~ You search and retain 10 reports ...

Vulnerabilities an

Improvements for ‘g

() Screeners Flunk CBS Test

What GAO Found

Numerous government and indus
the air cargo system. These vulne
of some air carriers and freight fi
freight at various handoffs that o
shipper to the point when it is lo;
weaknesses in this program coul

FAA or the Transportation Secur
responsibility for ensuring air ca
key recommendations and mand
since 1990 by numerous governn
the air

ardan indnetee davalan,

Airport Security Gets Another 'F’

LOS ANGELES, Sept. 3, 2002

I DUDTE NS

Screeners in Atlanta and

didn't check
bags six mc
again they n
this time.

(Photo: CBSI&P)

(CBS) In January and February, C
went undercover to test security :
Ametican airpors. We took lead-
bags, which block #-rays, througl
checkpoints.

Security on US dermestic flights i

By BBC News Online's St
Matthews

s airline security has suff
breach in histary.

At least four separate teal
hoarded planes and hijack
hours of each other.

But security experts say
the terrorists had been
presented with virtually
an open goal.

Security on US domestic
flights is so relaxked that

} wihen the bag goes thraugh the
there's a big black blob " says El:
"They're impossible to miss and
just continually letit go."

Screeners could not clearly see bt
in our camy-ons and should have

Washington US airport security under fire 5

Highlights

1AM o CIAC I VAT bl B
Chamar, Eufcormiios oa kb

Commos oo Tumsprr e el
Wbk, Hetsva o Pogrrmestaion.

Steve Elson, who used to test ch
security for the Federal Aviation
¥ Administration, helped us with ot

Why GAD Did This Study What GAQ Found
Prosiugyr n g b crfl i e The Trarsgoriaiion Secuity Adm
the werty wavissn  remendous chillengs

wvdom, jarilanty inthe securing all modes

allacrealts of s Bopladrier |1 ambisious doadline
Alsheough TEA hars -
sepvening program, challonges remiss

THA pocogniand that omening 1

AIRPORT PASSENGER SCREENING

Preliminary Observations on Progress
. Made and Challenges Remaining

A} wies taeskedd with
iy mevting

# Tatkon's aviation syem
ol b s prsenger

g of sevveners o a frequent basts, and

30 D make, chart balow gravidas an ovarden of 4

. d during dacads at the csun

A’ Irsieat sirgreets. Suarthue belies ot en el egarrg- e s kb, o sesority e oo 21 ther togs 23 airgearts.

airy o
b TR
imach

Unle ash the matketplace to strengthen airtport secutity. The
socialistic solution of federalizing airpott-ze curity wotkers will denyr
us the creativity we need to fight terrorists. Only by utilizing the
constant competition that the free market provides can we protect
Ametica's skies.

Computer networks have to endure incessant attacks from hackers.
Hetwortk providers have to continually strengthen their defenses to
watd off new types of assaults. Hackers have consequently
increased computer security and have made the 1.5 more resistant to
terrorist cyber-attacks. Computer security is not provided by the
government, but rather by a marketplace that punishes any firm that
can't protect its electronic assets. America's airplanes should be
protected by a similar free market approach.

»
A
inadian

¥ Authority (1
o upen four
ively conduct
cated m Edm

ening at Cand
0 iterns hetwe
inchuded sciss

rport Security Issues

| the advice an this page should provide an.
g thraugh many of the world's sirports

SPECIAL REPORT

lof 11 September 2001 has made seoutity an exitemely high priotity
ound the world. Although thers has been an increase in the level

overview of what to

THE STERILE AIRPORT

_

I\N

savethis | emailthis | prirt this rmstpnpularH

Mear-totsl airport security is possible,
Technologies are in sight to seal the laaks, spot
the bad guys, find the bombs.

by Dan Tynan

1121204
AIRPORT SECURITY FOR THE 9/11 AGE

Recent dumnmy-weapon tests at airports show it's
still passible to get guns through security, here's
how a super-secure sirport would work.

We asked Isotec Inc., a Denver-based security
systerns design firm, to help us engineer an
airport that would target terrorists without
gumming up passenger traffic. We also saught
input fram Compubyne Corp., Viisage
Technology, General Defense Systemns, and other
companies that make and install security
equiprent, In this exertise, money was no
object; safety was our only concern,

We set s target date of five yesrs from now, But

| much of the tachnalogy is suailsble, or will bs

wary soon. The geal: Every parson, susry bag,
and all suppliss and squipment in sn siport il
be tagged, tracked, snd instartly locstable.

1. CHECK-IN AND SECURE ID
Initial safeguards appear 3 mile outside the

airport. Scanners at tollbooth-like structures
alann arress rnads aim their laser sranners at
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Subjective conclusions from
each of the reports
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Vulnerabilities and Potential |
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...but other subjective estimates have also been made.. V’
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not Difficult Task! vgg

— N - |

nd Potential |
or the Air Cargo Sy Airport Security Gets Another °F Al Al ARPOF

AT PASSENGER SCREEN
.“. - u._,_.._ Prolirnin on Pr
ET—;‘,‘_":‘ Hadtan;%w%nnmn

—

Oold
Data

Reliable
Source

NG

Good
documentation

recent info.

No

Important

Most
Important

Source
Credibility?

High level
of uncertainty
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subjective estimates into EXPLICIT estimates. "

SPECIAL REPORT

THE STERILE AIRPORT Credibility?
e e e “ a I = I - _
Effect/Impact?
KN [ -] - N
Importance?
KN [ -] - N
Timeliness?
[+ EGEEGEG - |

Encapsulate the scores into an icon (called an Information Object,
|OB) that displays information quality, impact and importance

Effect/Impact: |Sn_f0rmfati0|n Irgloo(riagce:
S IRPORT Ize OT COolor pbar (1, £2 Or
/ 3 sections filled)

Qualitylof INTOrMatioN m—sw—

#68 CRED TIME COMF

|OB




Another look at the 10 reports

Drop all items with below average
Source Credibility.

GOA RPT STERILE AIRPORT
):DMN w2 [N ADMN M2
68 CRED  TME  CONF #5683 CRED  TIME  CONF

rd + KNG -

IMPORTANCE
BBC NEWS
Very I [T
1 ADMMN M2
H Igh #64 CRED TIME CONF
AIR CARGO
somn w2 (R
#68 CRED TIME CONF
High
BAR CHART
Average
ADMMN M2
#6480 CRED TIME CONF
v

SMITH'S WAY

ADMM W2
#63 CRED TIME CONF
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cision environment: ==

Vulnerabilities and Potential I BEC NEWS

poresss

Wirte i Eabariges Ry ADMN M2

68 CRED TME  CONF
AIR CARGO GOARPT STERILE AIRPORT
TS airport seasrity undar lire
ADMMN M2 - ADMN M2 - ADMN M2
#68 CRED TME  CONF #68 CRED TME  CONF #58 CHE  TeE COMF
om A =
’ CANADA
Fernisty, Smith's Way ANOTHER F SECURITY ISSULES
ADMN M2
ADMN M2 #68 CRED  TME  CONF ADMMN M2
#58 ERED  TME  CONR #58 CRED  TME  CONF
GUEST COMMENT
BAR CHART SHITH'S WAY
ADMN MZ
ADMN M2 ADMnuz #68 CRED TME  CONF
#68 CRED TME  CONWF #68 CRED  TME  CONF

r“’) P »® - ® '7

Documents |OBSs
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="need to be Abstracted from an Information Item?*s&"

Where does it|Fit?
— l.e. which decision criteria/factor (e.g. cost, risk, etc.)?

 How good is the information|Qualityf?
— What is the Credibility of the source?
— How Timely is this information?
— How much Confidence do | have in the information?

« Whatis the‘ Effect/impactl of the information on the
criterion?
— Positive or Negative?
— Strong or Weak?

e Whatis the|lmgortance |of this item relative to
other items?




We access these subjective assessments

via an Abstraction Template Structure
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Keyword
Criteria Fit

Information

Quality
Assessment

Effect/impact

Relative
Importance

Title: | Aug 02 contract
Criterion: T HIST © apmM © GaN © PROB
W LowPoor Forg. . Hight/Good !
creavity [T~ 1« WEM- -
Timeliness: “ (" (" . “ﬁ
conicence R = T ¢ | ~ W 2]
WoMeg. Meutral W Pos.

Importance:

|+ s

Dizcard (17%g.

(2High (3% High

oubmit | Feset |

ilose




We display/share these assessments using '“v”"m

an Information Object (I0B) e

San Diego

Fle EX Vem Favobe Tods Heb [ =]

mmlq' D oo burer s oent. oot L ot 9931 =] @ || K

tep 1. Select document for retention

= Title: |

| Criterion: C HIET © ADMN C GAIN C PROB
- LowPacr e, Vi High/Gaod Step 2. Activate Abstraction Template
Credibility, [IEET T T ¢ TEM: C -
| Title: [growth i
| Criterion: C HIST C ADMMN & Gam € PROB Step 3: Complete Assessment
. Lo Poar Parg. . High/Good

et « BN + R DCODE Software creates and
| Timeliness ML T 1T < HEM: stores an Information Object
| Confidence: [N © T ¢ | © M- © | (I0B) in designated database

“WHeg. MNeutral “.Pos.

growth

| mportance:  HEI © | ¢ M- -] --’7
Discard  (13wg.  (ZHigh (3 High

GAIN M2
#3132 CRED TII'u1E CONF

]Submit Hesetl Close
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=" Information Objects (IOBs) ==

The creation, use and sharing of
Information Objects (IOBs) Is
the key critical concept
in DCODE.




“C2 Information Object (I0OB) -

An IOB is an iconic encapsulation
of the subjective assessments an
Individual has assigned to a
particular information item.

It is automatically created from the completed
abstraction template.

It is analogous to military tactical symbology.

|IOB Representation

aiisl
m

Original of subjective assessments
, document
growth
| — 1
GAIN M2 [
#3z CRED TIME CONF




v

|OB Encapsulation Process ...

| Title: Igrwﬂl h

% LowPaor Forg.
| Credibiity, | * s
1 Timeliness: n - -
1 Confidence: “ o g

W Meg .

|

| Criterion: C HIST © aDMN & GAN ¢ PROB

‘W' HightGood

Importance:
Discard | | | |

c KN AVO. |

{-l

oz,

| Effect “ - [

| Importance:

]Submit Hesetl

r

KN -

Dizcard [17%rg.

C2High 3R High

1

sl - s High NN ¢

* 2 V. High

P ey

Close

Who originated the I0OB

Unique identifier— =~ <e———p—

-

l Hyperlinked to doc.

-temm M2 [

#3z CRED TIME CONF




“CPEffect/Importance Coding

EFFECT ON CRITERION IS CO!l ©OR-CODED

IMPORTANCE
size, Size, S|Ze . . L. L
Very Negative Negative Positive Very Positive
Average
High /
/
Very High /
2 Squares ﬁark Green
Importance
“Power bar”
Grandh Document is of High
- Importance and has
GATN W2 M= a Very Positive effect
#32 BERR IR RONE on the Gain Criterion




De-Cluttering the Display
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Minimal View (keyword, effect, importance)

Recalls 1997 Growth Prospects VectorVest Analysis
Analysis FROM The Stock Consultant Salsitas TreviPark System prior contract 2/01

prior contract

=

Which Item? The Effect? The Importance?

Full View (all parameters) available as a drill-down capability

Recalls 1997 Growth Prospects VectorVest Analysis
HIST M2 #3 HIST w2 #7 - HIST M2 #10 HIST M2 #11 -
CRED TIME CONF CRED TIWME CONF CRED TIME CONF CRED TIME CONF
Analysis FROM The Stock Consultant Salsitas TrewviPark System prior contract 2101
HIST M2 312 - - HIST M2 #14 - - HIST M2 #16 HIST M2 #22 -
CRED TIME CONF CRED TIWME CONF CRED TIME CONF CRED TIME CONF

prior contract

B 2

HIST M2 #25 -

CRED TIMWE CONF




Why Use |OBs?
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« |0OBs improves an individual’s decision making
simplifying the evaluation of disparate information sources.

ability by

Vulnerabilities and Potential
Improvements for the Air Cargo Sy Airport Security Gets Another 'F A LAL

By BAC hiwven Dualine's 51
Ptthery

BBC NEWS

ADMN M2

68 CRED TME  CONF
AIR CARGO

sounnz [

#68 CRED TME  CONF
ANOTHER F
ADMN M2
#68 CRED TME  CONF
BAR CHART

ADMN M2

#68 CRED  TME  CONF

GOARPT

ADMN M2
#68 CRED TME  CONF

CANADA

ADMN M2
#68 CRED TME  CONF

SMITH'S WAY

ADMN M2
#68 CRED  TME  CONF

‘STERILE AIRPORT

ADMN M2
#68 CRED

SECURITY ISSULES

ADMN M2

#68 CRED
GUEST COMMENT
ADMN MZ

#68 CRED

TMME  CONF
TME  CONF
TME  CONF



Sharing and Integration N4

of Information o

|OB Sorting/Analysis Techniques

Partl Cl pan t, S HIST ADMrN GAIN FROB
I n d IVI d u al Overall Decision Recommendation:
Display B -

Clear Ratings

Give me non-redundant IOBs
from other group members

e All nd

Group
: Comparison ¢ Board
Sart by |Sar‘c By x|, ISDI“t By, x| SEEpRE
Minirnal Wiew: i~d
G For dermonstration purposes, a few of the [0B's are hyperlinked to dermo
Dl

documents/URL's.

HiStDI”_‘f Owerall Criterion Score: u| . e . n| Ml [Ede ]

[ Eull wien ]
Recalls 1997 Growth Prospects Vectorvest Analysis
Analysis FROM The Stock Consultant Salsitas TreviPark System prior contract 2/01




it DCODE Provides “one-click” sharing
of Uniquely Held Information

Information that | have:

Analysis FROM The Stock Consultant Salsitas VectorVest Analysis

Growth Prospects prior contract 1097

prior contract 2/01

“Add Group”
Adds three new group I0Bs

Analysis FROM The Stock Consultant Salsitas VectorYest Analysis Recalls

Growth Prospects Globalization prior contract globalization

Domestic Shipping A TreviPark System prior contract 2/01




Yo DCODE IOBs Improve the 74
— Integration of Shared Information *

“Add Group” E—

Vulnerabilities and Poteptial EXIICTI RS | -t - < - D ([ 4| Dewch e Feimery | G- DY D
Improvements for the Alr Cargo Sy Airport Security Gats Anathar T [ ] | P B Ve Prete Took ek | Addes [ i e oohesttn oo soseinosiorait =] e | |F] 3
s e 1 Coers e e = - @3 3| D =

heraldaniin Member already has a
__high cognitive burden.
- What is the likelihood

o totad of $61
Mistin Howad Elactroice
eontrncty, which are past

=== these will be integrated

The et wmraad i o fmt

Informatior

into his decision process?

Pictumed is the 155 Adtigh larko, the fead i
ARSIt US Hnsresn Wsfuen & 21 pevice o mees than 100 ofthe class Args désopers. The ANS0NT
*  dagiroyare, crasers, fguies and ABGE destroyves. Unng s vanety of undenesier setasors . the eyetem & a I 4 ot
hnars ed pobmined Timchides 4 b 8 pomsbrugy Spatem s eplired o 3 shap ot in
I L

the et
e has b 861 il

delvemng, over 2 yvars: The comeet satcd e

m— 1
o

0o 53k ha was
sthinging in & seaes of comp 3 IEBUNng brinsacton

ﬂ|

Administration Overall Criterion Score: u‘ # ‘ A ‘ s n‘ —ISUhmlt ‘
Domestic Shippingg

Industry Projects Index TPS Reports Red Tape -

| | | HISTM1 --

SDMN 2 ] - ADN 2 sounvz [ #26
ADMM M2 #1
#17 CRED TIME CONF CRED TIME CONF #13 CRED TIME #1858 CRED TME CONF

consent agree Memo 1
| | | | Globalization

Ayt e | Add G p @
#24 CRED TIME CONF MBS CRED TIME rou -

CONF HIST M4
#37 CRED TIME CONF
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Shared Understanding o

INFORMATION ABSTRACTION

Title: |
Criterion: O OHIST © ADMM C GaM  © PROB

. Lo/ Poor Forg. . High/Good

ﬁamwz |« IGEEEEE + K
Timeliness: n L C L “? o
Confidence: n C e o “? o

. Mexg. Meutral MW Pos.

Effect: | « IBEEEE + K
importance:

Discard  (1Mwg.  (ZMigh (3 High

Subrmnit | Feset | Close

..... o | INFORMATION
| P ENCAPSULATION

=——=0_ \ /
i 5 Pr— i [T growth  V

GAIN M2 (E——
#32 CRED TIME CONF

x INFORMATION
SHARING
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New Concepts (not in demo) o

* Entering personal knowledge

* Encoding Quality of Information

 The “EQI” bar
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Two Information Sources: ==

-

o e Tt

[Relisfurzh]

Source: British Red Cros’.
Date: 14 Feb 2001

I3

Title: | PK
_riterion: © HIST O ADMM O AN O PROB
i Lown S Pioor Parg. ‘W HightGood

crediviiey INTETI e e M -
y : p . )
Clccutring just one month . ¥ 2 F 7
than half a million homel: 4l Ready to respond at short notice Timeliness: - _:
affected area. .
Hjelpekorpset [Red Cross Rescue Corps] is Norway's largest volunteer C 1 |"|f| d 2hce’ “ i [ “E
rescue preparedness organisation. it's main objective is to assist at th

Some 300 Red Cross vol
victims. Within the first fe scene of an accident both during and after natural disasters and to pro|

distributed rofls of plastic other humanitarian relief. “WMNeg. Meutral

Federation t dis;
RN Higlpekomset aims ta train its membhbers to he prepared and ready to res Eﬂ:ect SEAT- r- r

"The water supply system effectively and to spread awareness of general first aid. Hislpekorpset ai
damaged. [t is essential fo: he a guality leader within the relevant areas; by caring and taking respong

S CpulaticR". sapslunLs and initiative for peaple wha need help and compassian. Impﬂr‘tance z - R

Red Cross resc

Red Crogs emergency tear
Salvador and pulled at lea:
Salvadorean Red Cross an
patients evacuated from fi

The eatthguake measured
Salvador. According to Ba

¥
-

" Today, Hielpekompsethas more than 15,000 volunteers, aged 17 and ove Dizcard [171%0g. [2JHigh XM High
Delega:gs xere sh]lt{:f}he Hjelpekorpset is an extremely active organisation and each member spe
Breseriiin e votsharec considerable number of hours vearly educating thermselves and carrying Close
Wincente, andmed“alt_e rescue wark, There is a rescue corps on emergency standby at 3348 locati Sa\'EIS hare Sa‘u"e RES et T W
Red Crescent appeal will across the country. e
A3 the four district hospit)
teats were Sent 10 A5S15T fiiv taopirus oruis e s v s e L UL b S e L L

(1) Internet, Documents, Databases, etc
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vvv<

Title: |
Criterion: C HIST © ADMN © GaN © PROB \“ Personal

W Lo Poor Farg. %/ High/Good

credibiity [T 1 HEM: Knowledge

Timelress: [ 1T 21 ¢ HEN: < A click here
Confidence: 8 | & [ ® K

F o F: produces a text box

Heq. autra Pos.

Efect SEATIEI =1 = 1 - HEN:- < -] for information entry:

Importance: _ L r-_ “E Created by: M1 BILL
Oizcard  (12%09. (23 High (3% High On . 9/23/03 1705
| SaveiShare || Save Reset Mk '

In 1998 | was involved in a
Simulated NEO, and we
found that....

Save/Finish




Information Coding %

 Three most critical elements are:
o Effect/Impact: Color (4 or 5 levels)
o IGEGEEGE o |
* Importance: Size (3 levels)

e Quality: Composite of several parameters

Color Pattern (2 levels)

Quality is _ Quality is
Below

Average
or Better Average

g
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Coding Quality of Information _—

Quality is a composite score:

Decision Team sets up ascoring  Timeliness HEL “ 1 [ - N
algorithm, e.g. Credibility BT T c WO
“flag any total score 5 or less” Confidence gpr =TT~ mrm

O 1 2 3 4

Timeliness IO T X1 - ICH Timeliness ﬂ N AR » |
Credibility XTI 1 - N Credibility BONCXT T WON
Confidence gpmr = 1= ITx Ol Confidence gpmrsT =T N

0O 1 2 3 4 .. 0 1 2 3 4
Quiality is Quality is
Below
Average a
Or better verage Total Score =4

Total Score =6
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“82P The Effect/Quality/importance (EQI) Bar !

AVERAGE HIGH
IMPORTANCE Quality IMPORTANCE Quality
Good ? Good
Very Pos. - Very Pos. _
Pos. Pos.
Neg. Neg.
V-Neg. | VNS [
Quality
Good
Very Pos. I
VERY HIGH POS
IMPORTANCE Neg'

V.- Neo. |
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Do 10Bs really help?
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PG School Experiment ¢
18 Officers (Summer 03)

e Display: Text vs IOBs
e Decision: Positive vs Negative

Display
Text Only |OBs
Positive N=5 N=5 N=10
Decision
_ N=4 N=4 N=8
Negative
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X4
Task:

e Should we use Islandia as the refugee site?
o Sees 30 information items (randomized)
—5 decision criteria
* 6 Items per criteria
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E2P The Five Decision Criteria <

[COMmunications - TSPortation - LABor - ADMistration - SANitation ]

« Communications Facilties (COM): Assess the communication facilities that
are available in 1slandia, including land telephone systerms, radio, TV, cellular
phone availahility and coverade, ete.

+ Transportation Facilities (TSP): Assess the transportation facilities that are
availahle in Islandia, including roads, docks, airports, etc.

« Labhor Pool (LAB): Assess the lahor pool that waould be available to staff the
camp in Islandia, including size of the pool, quality of workers, worlk
ethicitradition, etc.

« Administrative Requirements (ADM): Assess the administrative requirements
heeded to set up the camp in Islandia, including, permits, fees, environmental
considerations, bureaucratic red tape, graf, bribes, ete.

« SanitationHealthMedical conditions (SAN): Assess the sanitation, health and
medical conditions expected in Islandia, including drinking water, seswerage
disposal, medical facilities, infectious diseases, etc.



mum

1430

A cultural tradition in 1slandia is that each worker is given a single twao month
vacation each year, which he can take any time during the yvear. All the employee has to
do is give the employer a one week notice befare going on vacation. This has caused
unexpected and disrupted work shortages when several employees elect to take the

yacation atthe same time. .. <:|Read thlS, then aSS|gn

- % it to one of the five

2 criteria

Submit > I

ot | com | TSP
Criterion: r I

‘AEIM

(do 30 of these)

[COMmunications - TSPortation - LABor - ADMistration - SANitation |

« Communications Facilities (COM): Assess the communication facilities that
are available in Islandia, including land telephone systems, radio, TV, cellular
phone availability and coverage, etc.

« Transportation Facilities (TSP): Assess the transportation facilities that are
availahle in Islandia, including roads, docks, airports, eto.

« Labor Pool {LAB): A=zess the labor pool that would be available to staffthe
camp in Islandia, including size ofthe pool, quality of workers, wark
ethicitradition, etc.

+ Administrative Regquirements (ADM): A=zess the administrative requirements
needed to set up the camp in Islandia, including, permits, fees, environmental
considerations, hureaucratic red tape, araft, bribes, etc.

= SanitationHealthMedical conditions (SAM): Assecss the sanitation, health and
medical conditions expected in Islandia, including drinking water, sewerage
disposal, medical facilities, infectious diseases, eic.



|OB Condition (9 subjects)

mum

Sysfems Center
San Diego

1130

The emvironmental protection effortin Islandia is poarly arganized hand has had little Read th IS 1 th en -
effect. Environmental impact is not a consideration in any awarding of construction
permits.

Title: |

' Assign a keyword

Assign it to a criterion
Evaluate its effect on
subrit> | the criterion

o COM TSP LaB ADM SAN
Criterian: r r r

| Wiy Meg. | Meg. | Pos. | “iry Pos.

Effect: n’_{.

A

[ COMmunications - TSPortation - LABor - ADMistration - SANitation ]

» Communications Facilities (COM): Assess the communication facilities that
are available in Islandia, including land telephone systems, radio, T, cellular
phone availahility and coverage, etc.

» Transportation Facilities (TSP): Azzess the transportation facilities that are
available in Islandia, including roads, docks, airports, ete.

» Labor Pool (LAB): Assess the labor pool that would be available to staff the
camp in lslandia, including size of the poal, guality ofwaorkers, wark
ethictradition, etc.

» Administrative Requirements (ADM): Assess the administrative requirements
needed to set up the camp in Islandia, including, permits, fees, enviranmental
considerations, bureaucratic red tape, graft, hribes, ete,

» SanitationHealkhMedical conditions (SAN): Assess the sanitation, health and
medical conditions expected in Islandia, including drinking water, sewerage
disposal, medical facilities, infectious diseases, etc.
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Completed Item (IOB) =

3ran

" ... The major pors of [slandia are less than three days sailing from the primany
disaster recovery supply center at Maha. Maha alzo has three supply ships that are
permanently loaded to he used in quick response assistance. ..

Title: [ports

e T T T o Completed IOB

Criterian: ‘ s & I e C

| iy Neg. | Meq. Pas. | ‘wizry Pos.

. Rl s (does 30 of these)

[COMmunications - TSPortation - LABOr - ADMistration - SANitation ]

» Communications Facilities (COM): Assess the communication facilities that
are available in Islandia, including land telephone systems, radio, TY, cellular
phaone availahility and coverage, etc.

« Transportation Facilities (TSP); Aszess the transportation facilities that are
available in Islandia, including roads, docks, airports, etc.

» Labor Pool (LAB): Azsess the lahor poal that would be available to staffthe
camp in Islandia, including size of the pool, quality of warkers, work
ethictradition, etc.

# Administrative Requirements (ADM): Assess the administrative requirements
needed to set up the camp in Islandia, including, permits, fees, environmental
considerations, bureaucratic red tape, graft, bribes, etc.

&« Sanitation/Health/Medical conditions (SAN). Assess the sanitation, health and
medical conditions expected in Islandia, including drinking water, sewerage
disposal, medical facilities, infectious diseases, etc.
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Decision Tasks: —

ey Hag
-

-

TEFII

LAB

-
-

w-n

r

SAN

Creersl HE'I.'IZITI"II'I"IEI"I-I]IIIZII'IZ

-

5 Criteria Decisions,

1 Overall Decision



Decision Display: Text  ——
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Communications

=3
-

The ermmnmenial prodacinn efion in tslendia s poorky orgsnized has hag lile et

Errironrmntal impact is nol & consideralion is sy @wanding of construclon pears AT

r
|
gpgn:
!
=
. i
!
|
T IR R

Aracant disasler simulation exercise in lslanda showed st he Emerpency Medical
v vitry inadequate in lems ol handing amthing olhes (han the smallest disasler silali

*. ... The major ports of lelandia ara leza than nee Saxs sailing Tom We priman digsgber
rRCOVRNY SUPRK canter 31 MNaha Maha alse has three suppty ships that ame pemnanentty Inaded
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Decision Display: 10B
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Systems Center
San Diego

e IAII vl Gol

| »

Communications

104: 77 108:99 95 G66
114 567 121 ettt 99 11
120 ertt o

Transportation

rs [

100:22 105775 96 777
e [ [ e || Ter S |
94: ports 93 666 97 66 \\
112777 116 dfag

rs

iy Meg.

wiary Pos,

.

e B[]

s T

o Pl

e [P

Cverall Recommendation:

9 »

g oononono

Submit | Reseat |

Click on the hyperlinked titles in the 0B to

dizplay the ariginal text here.

Hyperlinked



Positive vs Negative -

15 of Subjects should make /2 of Subjects should make
a decision that is Positive: a decision that is Negative:
3 of 5 criteria are Positive 3 of 5 criteria are Negative

Positive Criterion: 4 of the 6 statements are positive
Negative Criterion: 4 of the 6 statements are negative
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|OB Subjective Assessment {

Cne Last Reguest: Please select one afthe aptions below in terms of how useful the [OBs
ware in making your scoring decision this would he as versus just seeing the text listing
af the items you assigned to each criterion)

Somewhat Helped
distracting Im:ERe! Somewhat Higlneddint
£ " £ -

Submit |
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Systems Center
San Diego

RESULTS



Time Factor —

25

20
O Text

B IOB

15

10

; [

Classify the 30 Make the 6 decisions

nmm-H4HCcz—Z2

|IOB subjects took an average 18 seconds longer
per item to enter keyword and make evaluation



TIME TO MAKE DECISIONS

7

I% Centi
San Diego

O Text & 10B
combined

Positive Negative

Participants took significantly longer to complete the decision
process when the predominance of information was positive.



Errors in Criterion Scoring A

20
18
16
14
12

ONS~O OO

45 Max

|

T T | I
Text OB Text OB
(includes (includes (Reversals (Reversals

neutral) neutral) only) Only)



ERRORS OVERALL

SPAWAR

ystem.
San Diego

OFRPrNWKOOITONOOOO

9 Max
Text IOB Text OB
(includes (includes (Reversals (Reversals

neutral) neutral) only) Only)



Overall Ratings —

Overall Final Ratings Overall Final Ratings
7 6
5 | [OText 6/6 errors . 1/5 errors
5
> 4
: 3
3 2/2 errors
2/2 errors 1/1 errors 5
: - I I
1 1
0 T T T T 1 0 T T T T 1

Neg Neutral Pos Neg Neutral Pos

0/9 Correct Decisions! 6/9 Correct Decisions!




The Two Display Conditions:

SPAWAR
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Systems Center
San Diego

TEXT

Communications

The erwirgnmenta! profeciion effon in tslandia ks poork organized hag has Iile efec]
Ernironenantal inpact is ol 8 consideralion is sy swarding of tonlueion par:

A& recant dissler simuation sxeecise in Islanca showed Mat the Emengancy Medical Serdees
st wiery inasd eqjuate in berms of handiing amthing other than the sraliest disaster situation

“... The miajor ports of Islan i Bre less than tree days ssiling fom te prirnary disaster
FRCOWRIY SUPPK canter & Mana MNaha also has hree supply ships that are permanentty lnaded
b0 e uged IR Gquick respors e assistance.

Evary smal bown in Islandia has st leastone phona

The miajer air raube b 15l and from Chienche Thal route, hévsis, reguings thal e fiy over
the nation of Bambésl, and Dambist has denled pamission 1o fy over Melr airspace. The tvo
aphions ane 40 modife this Aight plan or i use anather deparure aimort. Bolh of hes e aptions
results in escessivaly long Nights, limis cargo capacty, and reduces e dasy amount of
supplins that can be transpored fo Istandia.

Subwnit | Fesat i

v |
e

Rt ommendsion:

Vary Fs

0 out of 9 Correct Overall Decisions

iew: [ Al -] oo|

Communications
104 77 109: 99 95: 666
114: 667 121 ittt 9511
con [ || oo | ||| con | |
120 ertt
Transportation
100:22 105775 96: 777
o [ || || |
94 ports 93 666 9266
L | || e ]
112777 118: digg

|
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Overall Recommendation:

Submit | Reset

Click on the typerlinksd titles in the 108 to
display the original text here

6 out of 9 Correct Overall Decisions
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|OB Subjective Assessments ,.,,,’

OMax =9

|IOBs HELP?

o B N W A~ 01 O

Distract No Effect Somewhat A Lot



Research Summary: —

Decision time same for Text and IOB.
Decision time longer for positive information.

Text participants make more reversal errors in
scoring individual criteria.

In making Overall decisions:

— Text more likely to use Neutral rating.

— Text more likely to make reversal errors.

— 10OB make more accurate decisions.

|OB participants feel IOBs are helpful/useful.



“CP Hidden Profile Experiment - '

Subjects saw 12 information items, leading
to a Positive or Negative recommendation

Then saw 10 more items that should
cause a reversal in the recommendation

Out of 20 eligible subjects, only 7 (35%)
detected the hidden profile.

Shifting from Negative to Positive was
significantly more difficult (1 out of 6)
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Interface with EWALL project <

This news item

has a Very Negative
Impact on the Cost
criterion, is of High
Importance and is
of acceptable/good

Quality
Dgcis_ion > cosT ] < “EQI”
criterion _ bar
Maow-12-03 F:12Ph EST
Test

Untitlad
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“&2® Expected Final Products ==

* A shrink-wrapped software package:
— Runs in the background on a WAN or LAN
— Set-up by the assigned decision-task group
— User-designed abstraction template
— 10B Generation algorithm
— Optimized sorting, analysis package
— Group interactive |OB display area

— Uses existing COTS audio/visual collaborative
system to reduce conflict, reach consensus.



’

“E2P Possible Application areas -

* Proposal submitted to Home Land Security:

— “Information Objects (I0Bs): A Knowledge
Management Tool for Information Fusion, Correlation
And Distribution”

* Proposal submitted to DDR&E

— “lconic Abstractions of Subjective Knowledge for
Asynchronous Collaboration”

« DCODE briefed to Counter Drug Investigation
Center (CIC)
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Recent/Planned Publications e

Information Exchange and Display in Asynchronous C2 Group Decision
Making. Paper presented at 8th International Command and Control Research
and Technology Symposium, Washington D.C., June 2003.

The Effects of New Information on Decision Modification: The Role of Display
Format and Direction of Impact. SSC-SD Technical Report, in prep, Jan 04,

Improving Individual and Team Decisions Using Iconic Abstractions of
Subjective Knowledge. Paper submitted to 9th International Command and
Control Research and Technology Symposium, San Diego, June 2004.

An experimental comparison using text documents versus iconic _
representations in complex decision making, SSC-SD Technical Report, in
prep., Jan 04

Essential information characteristic needed for any retained decision-relevant
information item. SSC-SD Technical Report, in-progress.
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IOB On-Line Demo KA

Avallable at two sites:

http.//64.66.5.34/demo/

http://www.ocf.berkeley.edu/~slinlee/dcode/demo/



http://64.66.5.34/demo/
http://www.ocf.berkeley.edu/~slinlee/dcode/demo/
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San Diego
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I% Centi
San Diego

Back-up slides



%P Assigned to DIFFERENT Crit.

7

Cent
San Diego

18
16
14
12
10

O N B~ O

Different Criterion
(270 max)

Different Effect
(I0OB only, 270 max)

TEXT |OB EFFECT



Overall time

v

I% Centi
San Diego

nomH4HCcz—Z

25

20

15

10

Positive

] Text
M OB

Negative




Dec time

v

I% Centi
San Diego

nomH4HCcz—Z

] Text
WmIOB —

Positive

Negative
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Score Assignment to Criteria -

16
14
12
10

O TEXT
H 0B

O N B OO @©
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Score Assignment to Overall —
! O TEXT|
6 HIOB |
5
4
3
2
g 81
0 .
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Scoring Assignments by 10B h A

120

|OB Group

100

80

60 I

20 I




Research Questions -

What are the critical subjective information assessments
(parameters) that each individual assigns to a retained
Information item?

How can we quantitatively capture these assessments
without placing an undue cognitive burden on the
iIndividual?

How do we best display this captured information to
Improve the ability of the individual to make on overall
assessment of his information pool?

How do we display, share and transfer this captured
Information to ensure that the group sees and uses to
the entire pool of relevant information to reach
consensus on the final overall group recommendation?
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== Decision Making Requirements -

 Once a group has been assigned a decision
making task, they need to determine two critical
ISSues:

— What are the decision criteria (factors) that we will use?
* e.g. Cost, Risk, Duration, etc.

— How many options (COAs) are we considering?
* One (Yes/No, Go/No Go)
— Should we do A?

* Multiple COAs
— Shouldwedo AorBorCor....?
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Template changes only ¢

Sll(]h’[ly from task to task i

Different Decision Tasks modify only 2 parameters of the Abstraction Template:

Title: | [PK]
Criteria > Criterion: € READ (" RSOR (" COST (" PROB

. Lo Poar Parg. . High/!/Good

creaviny. T -
Timeliness: “ r " “E
Contiterce: IR [ WERr o

“.Pos,

# of “Effect” | | £rect veac IOITT S o (X
rating scales Importance: =l + =B
Discard  (1%wg.  (2High (3 High
(# of COAs) | SavelShare || Save Reset Llose
Buy a Car Locate a Factory ~ Remove Surv. Site
Volvo  Cost Tampa Taxes Destroy Assets
Ford  MPG LA Cost Jam  Time

Buick  Maint Dallas Labor 10 Risk



Converting Subjective
Assessment to EQI Display

SPAWAR
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Systems Center
San Diego

Airport Security Gets Another 'F’

LOS ANGELES, Sept. 3, 2002

= ioes Y ’

Screeners Flunk CBS Test WeNtundercover to test security at major
@ Ametican airports. We took lead-lined film
bags, which block #-rays, through
checkpoints.

Gzaey Steve Elson, who used to test checkpoint
SN security for the Federal Aviation
_' Administration, helped us with our tests.

¢ "when the bag goes through the 3 ray,
| there's a big black blob " says Elson

R Y "They're impossible to miss and yetthey
(Phato: CBS/AP) just continually letit go."
P LIDTE W

Screeners could not clearly see whatwas
in our cary-ons and should have
searched ther, because a weapan could
have been hidden ih ar undet the film

Screeners in Atlanta and
Washington's Reagan National
didn't check any of our film

bags six months ago, and hags
again they missed all of them .
this time. But 70 percent of screeners failed to

check or even detectthe film bags. Atthe
i Snmiving

Hian Ham Trmmemarint

On NRO

Secwity, Smith’s Way

Unle ash the matketplace to strengthen airtport secutity. The
socialistic solution of federalizing airpott-ze curity wotkers will denyr
us the creativity we need to fight terrorists. Only by utilizing the
constant competition that the free market provides can we protect
Ametica's skies.

Computer networks have to endure incessant attacks from hackers.
Hetwortk providers have to continually strengthen their defenses to
watd off new types of assaults. Hackers have consequently
increased computer security and have made the 1.5 more resistant to
terrorist cyber-attacks. Computer security is not provided by the
government, but rather by a marketplace that punishes any firm that
can't protect its electronic assets. America's airplanes should be
protected by a similar free market approach.

(CBS) In January and Fehruary, CBS News

This article is Negative in supporting the decision criterion
and is rated of High importance. Some question as to
Quality of the information.

=== This article is Very Positive in
. supporting the decision criterion and
- = ¢ Is rated of Very High importance.
= - - - Information Quality is
| ~~ acceptable/good

This article is Very Negative in supporting the
decision criterion and is rated of Average
importance. Information Quality is acceptable/good
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